Real-Time Distributed SimulationProc. INET �94/JENC5D.C. MillerNetwork Performance Requirementsfor Real-Time Distributed SimulationDuncan C. Miller, Sc.D.dmiller@ll.mit.eduAbstractThe use of large-scale, real-time, multi-playersimulations is growing rapidly, and is becoming animportant network application. This paper providessome historical background on how suchsimulations emerged within the U.S. Department ofDefense, outlines the architectural principles onwhich they are based, and identifies some of thenetwork services and performance characteristicsrequired to support very large scale applications. SIMNET is a real-time, soldier-in-the-loopbattlefield simulation developed by ARPA, inpartnership with the U.S. Army, between 1983 and1990. This program demonstrated that it is possibleto link hundreds or thousands of simulators togetherto create a consistent, virtual world, in which allparticipants experience a common, logical sequenceof events. In this world, the causal connectionsamong these events, from the individual crew stationto the battalion command post, are clear and easilyinspectable. The SIMNET architecture andprotocols have evolved into the DistributedInteractive Simulation (DIS) Standard Protocols(IEEE 1278-1993). Under policies recommended by the DefenseScience Board and now being adopted by the U.S.Department of Defense, these simulation techniquesare being introduced into every stage of DoD systemdevelopment, doctrinal development, training, andrehearsal for field operations. Military agencies inother countries, including Germany and the UnitedKingdom, are exploring the use of this technology.Non-military agencies, such as the U.S. FederalAviation Administration, are also beginning to adoptDIS protocols.I. A Brief History of SIMNETThe Distributed Simulator Networking(SIMNET) program was initiated by DARPA in1983, with substantial support from the U.S. Army.The emphasis of the program from the outset was ontactical team performance: it was assumed that crewmembers were already proficient in their individualspecialties. After the basic design philosophy and systemarchitecture were developed , the first conceptualdemonstration was conducted in December,1984.The first demonstration involving real-time,out-the-window graphics was conducted inNovember, 1985. The first platoon-level system,incorporating custom image generation capabilitiesdesigned to optimize performance in an environmentwith large numbers of moving objects, was installedat Ft. Knox, Kentucky, in April, 1986. The firsthelicopter simulators were installed at Ft. Rucker,Alabama, in late 1987.At the conclusion of the program, a suite ofapproximately 250 simulators, installed at nineoperational training sites and two developmentalsites, were transitioned to the U.S. Army. Twomobile platoon sets, installed in containers mountedon flatbed trailers, were delivered to the ArmyNational Guard.The communications protocols by which thesimulators transmit essential information to oneanother are now incorporated in the DistributedInteractive Simulation (DIS) Standard Protocols(IEEE 1278-1993) [1]. The next generation of thisstandard is currently under development. The nextDIS semi-annual workshop will be held inSeptember, 1994, in Orlando, Florida.II. Key Design PrinciplesThe success of the SIMNET approach [2], andthe fact that all of its essential elements have beenadopted into the DIS draft standard after intensescrutiny by a highly competitive industry, resultsfrom a few key design principles and architecturaldecisions that were made early in the program andwere progressively refined. These principles aresummarized in the following paragraphs.

II.A. Object/event architectureThe first key decision was to model the world asa collection of objects, which interact with eachother through a series of events. The basic terrainand cultural objects (buildings, bridges, etc.) areassumed to be known to every other object. Thisparadigm permits the possibility of an event thatchanges one or more of these objects, e.g., blowingup a bridge, or digging a pit at a certain location,though these capabilities were not implementedunder the SIMNET program.241-1

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. Miller

II.B. Autonomous simulation nodesAll events are broadcast on the simulationnetwork, and are available to all objects that may beinterested in them. The simulation nodes thatinitiate an event do not need to keep track of whatother nodes may be affected by that event; thesecalculations are the responsibility of the receivingnodes.In SIMNET (and DIS), there is no central controlprocess that schedules events or resolves conflictsamong contradictory versions. Instead, eachsimulation node is completely autonomous; thecommunications algorithms even permit asimulation node to join or leave an exercise inprogress without disrupting the interactions amongthe other nodes.Each node is responsible for maintaining thestate of at least one object in the simulated world,and for communicating to other nodes any eventscaused by its object(s). Each node is alsoresponsible for receiving event reports from othernodes, and calculating the effects of this event on theobject(s) they are simulating. If the effects causeother events to occur, then the node is responsiblefor notifying others of these events.

II.C. Transmission of

"ground truth" informationEach node transmits absolute truth about thecurrent state of the object(s) it represents and anyevents they have caused. It is the responsibility ofthe objects receiving an event message to determinewhether they are able to perceive the event andwhether (and how) they are affected by it. Wheninformation needs to be degraded beforepresentation to a human crew or an automated crew(e.g., on a radar display), it is the responsibility ofthe receiving objects to calculate and introduce thisdegradation.

II.D. Transmission of state change information To minimize communications processing, nodestransmit state update information only when theobject(s) they represent change their behavior. Achange of behavior constitutes an event that may beof significance to other objects. This approachminimizes repetitive transmission of redundantinformation, which substantially reduces theprocessing load on other nodes.

II.E. "Dead reckoning" algorithmsBetween state update messages, receiving nodesextrapolate the last reported states of remote objectsthat are of interest to their local object(s), and usethis information in generating displays for humancrews or detection probabilities for automated crews.The sending vehicles are responsible for generatinga new state update message before discrepancies inthe remote extrapolations become unacceptablylarge.In effect, this algorithm depends on a "contract"among the nodes. Each node guarantees that it willtransmit a state update event within one-fifteenth ofa second of the time that the true position andorientation of any object(s) it represents divergesfrom the calculated values (based on anextrapolation of the last reported state updateinformation) by more than an agreed-upon threshold.Obviously, this algorithm requires that each nodemaintain a dead reckoning model that correspondsexactly to the model(s) being used by the remotenodes.Since each state update includes correctedposition, as well as velocity and headinginformation, the dead reckoning algorithm isessentially self-healing. A node that fails to receivea state update message will, at worst, continue toextrapolate the previous state of a remote object fora few additional seconds. If the remote objectcontinues to change its behavior, it will generate aburst of updates, and a new message is highly likelyto arrive within a fraction of a second. This newmessage will correct any error that has accumulatedand will initialize a new extrapolation.In SIMNET, simple position, orientation, andvelocity information was used for all vehicles.Manned vehicle simulators recalculated stateinformation 15 times per second. Actual updatetransmission frequencies averaged 1 per second forground vehicles and 3 per second for air vehicles,although individual vehicles often transmitted 15updates per second during periods of intenseactivity. Tradeoff studies showed that the use ofsecond derivative state variables reducedtransmissions for air vehicles to about 1 per secondas well [3].III. Types of Simulations Three principal types of simulations areincorporated in the SIMNET/DIS architecture. Inaddition, other nodes are used to support after-actionreview and data analysis.

III.A. Manned vehiclesManned vehicle simulations are intended toprovide realistic control/display interactions for eachcrew member. For example, an M1 tank simulatorprovides controls and out-the-window displays forthe tank commander, gunner, loader, and driver. An241-2

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. MillerAH-64 helicopter simulator provides controls anddisplays for the pilot and the co-pilot/gunner. Eachmanned vehicle crew must navigate, avoid obstacles,maintain formation, detect and identify targets,employ weapons, and communicate via radio andother devices, just as they would on the battlefield.

III.B. Command post simulationsCommand post simulations focus ondecision-making and resource allocation, rather thanon moving and shooting. They do not requireout-the-window displays or detailed control/displayinteractions. Typically, command post simulationsinvolve radio/telephone communication, a mapdisplay, and a workstation that supports the types ofdecisions and inputs that are normally made by eachfunctional position. A Fire Support Officer, forexample, uses a display that shows the location andstrength of his artillery batteries, his remainingammunition supply, and currently scheduled firemissions. These missions can be interrupted ormodified, and new missions can be added, ascircumstances require. A logistics support officerhas a limited number of fuel and ammunitioncarriers, which he can dispatch to selected locationsto rendezvous with and resupply units that arerunning low on expendables.

III.C. Semi-automated forces (SAF)Semi-automated simulations are designed torealistically mimic the externally visible behavior ofopposing or supporting forces without requiringlarge numbers of manned simulators and personnelto operate them. A human commander exercisessupervisory control over units that may includedozens of vehicles. These multi-vehicle simulationsbroadcast the same state update messages as mannedsimulators, so that their behavior is indistinguishableto the other simulators and (usually) to their crews.The semi-automated simulations of vehicles andsmall units are intelligent enough to provide basicroute planning, obstacle avoidance, formationkeeping, line-of-sight detection of nearby vehicles,target engagement, and so forth. The human commander provides the goals andobjectives for his subordinate units via input formsmodeled after standard field orders and graphicoverlays. He continually monitors the forces underhis control, and can intervene to redirect theiractivities at any point. He may temporarily assumedirect command of a lower-level subordinate unit(e.g., a tank platoon) in order to exercise finercontrol over their actions.The SAF commander’s workstation consists of(1) a task organization display, showing how theunits currently under his command areorganizationally related to each other, (2) anoperations display for composing orders andrequests for information, (3) a message log display,which displays recent radio reports from the unitsunder his command, and (4) a military map displayon which the latest position reports, enemy contactreports, etc., are automatically posted.The SAF commander also maintains radiocontact with command post staff and commanders offully manned units.

III.D. Other simulation nodesOther key elements in the simulation network aredesigned to observe exercises in progress and/or tocollect data for later analysis and replay. The mostimportant of these elements are the data collectionand analysis system and the Observation Vehicle (or"Flying Carpet").The data collection and analysis system captures,time stamps, and records every event messagetransmitted by every node. Using the timestampinformation, any portion of any exercise can bereplayed onto the network at a later time, and anysimulator can be used to drive or fly freelythroughout the battlefield, seeing every event thatone would have seen at the time the exercise wasconducted. In effect, this permits a "time travel"capability — the ability to view perfectlyreconstructed events, which are not affected by thepresence of the time-travelling simulator. The data,once recorded, can also be analyzed by a suite ofstatistical analysis tools to prepare reports regardingwhat took place.The "Flying Carpet" is a simulator that providesboth a situation (map) display and anout-the-window view of the battlefield. It isinvisible to other simulators, and so can be used toobserve an exercise in progress without affecting it,as well as for "time travel." The Flying Carpet canbe attached to, and "towed" by any selected vehicle,so that the behavior of that vehicle can be monitoredin detail.IV. An example of DIS interactionTo appreciate the kinds of cooperativeinteractions involved in DIS simulations, consider asimulator that includes the following softwareprocesses: (Refer to Figure 1)(a) A network interface, that sends and receivesDIS PDUs on a Local Area Network (LAN).(b) An �other vehicle state table� that recordsentity state information from other simulation nodesand carries out dead reckoning extrapolations basedon their last reported states.241-3

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. MillerLocal Area NetworkVision BlocksCIG"Back End"CIG"Front End"NetworkInterfaceOther-VehicleState TableOwn-VehicleDynamicsSoundGenerationControl/DisplayInterfaces

TerrainData BaseControlsand PanelsSpeakers

Principal Software Interfaces

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. MillerLocal Area NetworkVision BlocksCIG"Back End"CIG"Front End"NetworkInterfaceOther-VehicleState TableOwn-VehicleDynamicsSoundGenerationControl/DisplayInterfaces

TerrainData BaseControlsand PanelsSpeakersVision BlocksCIG"Back End"CIG"Front End"NetworkInterfaceOther-VehicleState TableOwn-VehicleDynamicsSoundGenerationControl/DisplayInterfaces

TerrainData BaseControlsand PanelsSpeakers 12 45 4Figure 2 Typical sequence of events when Simulator A fires at Simulator BLocal Area NetworkVision BlocksCIG"Back End"CIG"Front End"NetworkInterfaceOther-VehicleState TableOwn-VehicleDynamicsSoundGenerationControl/DisplayInterfaces

Vision BlocksCIG"Back End"CIG"Front End"NetworkInterfaceOther-VehicleState TableOwn-VehicleDynamicsSoundGenerationControl/DisplayInterfaces

6789

118 6 Ballistic flyout calculations; tracer displayed locally 7 Detonation effect displayed locally 8 Detonation PDU broadcast to other simulation nodes 9 Detonation effect displayed at other simulators 10 Damage effects calculated by struck vehicle 11 Visible damage effects (if any) broadcast in Entity State PDUFigure 3 Typical sequence of events (continued)Each flyout trajectory is then divided into shortchord segments that correspond to the distancetraveled by the projectile within one frame interval.(6) When the round is fired, the gun tube vectoris used to initiate a flyout calculation. As the CIGcomputes each new out-the-window view, itretrieves the next sequential chord segment from theflyout vector. It computes whether this chordsegment intersected any polygon in its static ordynamic object list. If not, it displays a tracer imagefor the crew of the firing simulator. If so, it returnsthe x,y,z coordinates at which the intersectionoccurred and the object with which the polygon isassociated. Note that this approach ensures that avehicle that inadvertently drives or flies into thepath of a projectile will be hit.(7) Once an impact has been determined, theCIG displays an appropriate impact effect to thecrew of the firing simulator. The effect displayedfor a kinetic energy round striking the ground isquite different from the effect of a high-explosiveround striking armor.(8) The network interface software transmits aDetonation PDU, which is received by all other241-5

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. Millersimulation nodes. This information is inserted intothe other-vehicle state table for incorporation in thenext out-the-window image. (9) The detonation is displayed. Crews of anyvehicles in the vicinity that have an unobstructedline-of-sight to the detonation point will see theround impact effect. For a simulator that does notrepresent an entity struck by the round, this is allthat is required.(10) If, however, the simulator finds that theimpacted polygon is part of an entity it represents, itis responsible for determining what damage, if any,it suffered as a result of the impact. Just as thesimulator representing the firing entity is responsiblefor determining the point of impact, the simulatorrepresenting the struck entity is responsible fordetermining the effect of the impact. The simulatortypically uses probabilistic damage tables based onammunition type, where it was struck, the angle ofincidence, and the firing range. Damage results canrange from none at all to a catastrophic kill.(11) In the case of a catastrophic killaccompanied by fire, the simulator representing thestruck entity will begin broadcasting Entity StatePDUs that reflect a burning vehicle at its currentlocation.V. SIMNET simulation ofradio/telephone communicationsOne other instructive example is the SINCGARSradio simulation developed for the Army ResearchInstitute Combat Vehicle Command and ControlProject under the SIMNET program. Thissimulation involved the propagation of digital mapdata, as well as voice signals, over a standard radiochannel.First the voice and data signals were digitized atthe simulated transmitter. Header information wasadded to the data packets to represent the transmitterlocation, frequency, power, and antenna orientation.Using principles similar to those for the effects ofprojectiles, the receiver simulators were responsiblefor determining which signals were received by thecrew. Each receiving simulator used its copy of theterrain data to compute the received signal strength,based on the known location of the transmitter andreceiver and diffraction effects caused byintervening objects. A receiver characteristicsmodel was used to determine which signals werecaptured; only the �winning� signal was decodedand mixed with noise at the calculated signal-to-noise ratio. This signal could be a jammer, as aresult of either intentional or unintentional jamming.The same signal source information could beused for navigational purposes (by friendly forces)or by radiation-seeking missiles (to disrupt enemycommunications).VI. Critical network requirements forDIS interactionsTo support the interactions described above, thenetwork must provide a certain level of assuredservices. In particular, it must exhibitLow transport latency. DIS GuidanceDocuments specify less than 300 msec total end-to-end latency (from the trigger pull to the remotedisplay of the muzzle flash in the example above)for �loosely coupled� interactions, and 100 msectotal latency for �tightly coupled� interactions (e.g.,formation flying).Low latency variance. Low latency variance isimportant to minimize jitter, although within certainlimits, required time stamps on Entity State PDUscan be used to correct for latency variance byinserting corrective changes in dead-reckoningextrapolations.Reasonably reliable delivery. The deadreckoning algorithm was designed to be robust withrespect to missing datagrams, within certain limits.If an Entity State PDU is missed, the receivingsimulator will continue to dead reckon the entityalong its prior trajectory until a new PDU isreceived. If the entity is maneuvering significantly,the next update will arrive within a fraction of asecond, the entity�s position will be corrected, andthe new derivatives will be used to initiate a newextrapolation. A one or two percent datagram losswill present no problem, as long as the missingdatagrams are randomly distributed and do not occurin correlated sequences.For many military simulations, NSA-approvedencryption processes are required. This currentlyrepresents a major bottleneck, with the encryptiondevices introducing both significant throughputlimitations and latencies.VII. Techniques to support very largeexercisesThe largest SIMNET exercise was conducted inMarch 1990 at five sites. At the peak of theexercise, approximately 850 entities were active,most of which were Semi-Automated Forces. SinceSIMNET PDUs contain approximately 1000 bitsand active entities average one PDU per second, thetraffic volume at the peak was approximately 850kilobits per second. DIS PDUs are larger thanSIMNET PDUs (typically 1700 bits), so the same241-6

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. Millerexercise in DIS would generate roughly 1.5megabits per second.If such an exercise were scaled up to involve100,000 entities, as is currently being proposed as agoal, each simulation node would have to processover 175 megabits per second, extracting from thistorrent the relatively small percentage of events thatare of potential interest to the entities beingsimulated at that node. Such a flow would bebeyond the capacity of most low-cost simulators,and in any case would represent a very inefficientuse of computing and communication capacity.Fortunately, some promising techniques areavailable to improve this situation.

VII.A. Entity state PDU compressionThe first technique takes advantage of the factthat DIS PDUs contain a substantial amount ofredundant and/or invariant information. Each entityrepeats a description of its characteristics in everyEntity State PDU, even though these characteristicsnever change once the entity has been initialized.Each entity continues to broadcast entity stateinformation periodically even if it is motionless, andeven if it has been destroyed. Each entity broadcastsits entire state, even if only one state variablechanges (e.g., a rotating turret on a stationary tank).In each case, a substantial percentage of the PDUcontent does not change. Analyses indicate that95% of the time, less than 10% of the bytes changein two successive PDUs from the same entity. Thisredundancy provides an opportunity for substantialsavings from fairly straightforward byte-differenceencoding techniques. A recent paper by the authorand his colleagues [4] describes a protocol-independent compression algorithm (PICA), whichhas produced a 4:1 compression ratio in initial tests.Among the advantages of this algorithm are the factthat almost all byte difference PDUs are smallenough to fit within a single ATM cell.

VII.B. Site-to-site filtering of PDUsThe next logical technique to explore is ascreening algorithm that avoids sending PDUs tosites at which all entities are beyond possibleinteraction range. Simple geographic range filteringis probably not sufficient, however, since someentities may have long-range sensors that can detectother entities at a considerable distance. Radiosignals need to be sent to sites at which one or moreentities is tuned to the appropriate channels. Localagents of some kind can be used at each site tomaintain lists of entities that are of interest to othersites, and vice versa.This technique will probably require the use ofmulticast groups that can be formed anddynamically modified to minimize the transmissionof irrelevant data. Studies of how best to do this arejust beginning.

VII.C. Combined techniquesThese two techniques can be combined, ofcourse. Filtered sets of PDUs can be compressedand bundled for optimum transmission efficiency toeach remote site. Compression and bundling alsominimizes loads on encryption devices which, aspreviously noted, are currently a principalbottleneck. VIII. Some caveats regarding network traffic predictionIt cannot be overemphasized that traffic flowvolume is highly dependent on the specific exercisescenario being played out — which determines whichentities are interacting in the virtual world withentities being simulated at other physical sites on thenetwork. A �worst case� analysis, in which someentities from every physical site are closelyinteracting with entities from every other site,always requires sending all information everywhere.To ensure that large exercises (relative to theavailable bandwidth and processing resources) willnot overload these resources, proposed exercisesshould always be played out in a �simulation of thesimulation� to check for an appropriate mapping ofreal-world simulations to virtual-world interactionsand a reasonable balancing of network loads.These considerations will only become greater asnew efforts, to be funded soon, add additionalclasses of network traffic, such as command andcontrol communication between higher-echeloncommanders and their staffs, dynamic terrain effects(such as bridges and runways that accumulatedamage), weather effects (rain, fog, smoke, etc.),and more elaborate exercise monitoring andmanagement protocols.IX. ConclusionAs applications of distributed simulation grow, itis increasingly important that efficient andeconomical network services be available to supportthem. Many of the characteristics of distributedsimulation are unlike thoseof other �informationsuperhighway� applications. In particular, therequirement for low-latency, real-time, continous-time interactions, combined with large numbers ofdynamically changing multicast groups in whicheach simulation node is both a producer andconsumer of information, is unique amongforeseeable uses of high-bandwidth communication.241-7

Real-Time Distributed SimulationProc. INET �94/JENC5D.C. MillerAs the magnitude of such applications increases,and the virtual-world phenomenology grows richer,the need for intelligent data traffic managementalgorithms will be critical. Testbeds now underdevelopment will be important in evaluatingcandidate algorithms. Ideas and contributions arewelcome.References[1]IEEE Standard for Information Technology —Protocols for Distributed SimulationApplications: Entity Information and Interaction. IEEE Std 1278-1993, IEEE Computer Society,New York, NY, 1993.[2]Pope, Arthur R. and R.L. Schaffer, �TheSIMNET Network and Protocols.� BBN ReportNo. 7627, Cambridge, MA (Revised Version,June, 1991)[3]Miller, Duncan C., A.R. Pope, and R.M. Waters,�Long-Haul Networking of Simulators.�Proceedings: Tenth Interservice/IndustryTraining Systems Conference, Orlando, FL,December, 1989[4]Van Hook, Daniel J., J.O. Calvin, and D.C.Miller, �A Protocol-Independent CompressionAlgorithm (PICA),� Project Memorandum No.20PM-ADS-005, MIT Lincoln Laboratory,Lexington, MA, April 1994Author InformationDr. Duncan C. Miller currently leads a smallgroup of experts at MIT Lincoln Laboratoryspecializing in Distributed Interactive Simulationarchitectural issues. This group facilitatescooperation and technical exchange acrossgovernment programs regarding DIS standards andrelated issues.From 1963 to 1993, Dr. Miller worked at BoltBeranek and Newman Inc. in Cambridge,Massachusetts. In 1983, he formed and managed thegroup that developed the protocols and software forSIMNET, the innovative ARPA program that led toDIS. For the last five years of his tenure at BBN, heserved as Vice President of BBN’s Systems andTechnologies Division, with responsibility forAdvanced Simulation engineering activities inCambridge, Massachusetts and Bellevue,Washington.He has served on a number of advisorycommittees, boards, and panels,including the NavalResearch Advisory Committee Panel on the Impactof Advancing Technology on Exercise Reconstruc-tion and Data Collection(1990-91), the DefenseScience Board Task Force on Simulation,Readiness,and Prototyping (1992), theCongressional Office of Technology AssessmentDefense Modeling and Simulation Project AdvisoryPanel (1993-94), and the Air Force ScienceAdvisory Board Joint Modeling and SimulationSystems Review Panel (1994).Dr. Miller holds four degrees from MIT,including the Doctor of Science in MechanicalEngineering. His principal areas of study includedcontrol theory, human operator performancemodeling, human factors, and perceptualpsychology. He is a member of the Institute ofElectrical and Electronics Engineers and the Societyof American Magicians.Note: The material presented in this paper isbased on previous work conducted by the author atBolt Beranek and Newman, Inc., Cambridge, MA,USA, under ARPA Contract MDA972-89-C-0060.241-8