DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

DDT | A V ersatile T unneling T ec hnology

Noritoshi Demizu

1

Suguru Y amaguchi

2

Nara Institute of Science and T ec hnology

Abstract

Curr ent internet te chnolo gy do esn ’t solve the fol-

lowing thr e e c on�gur ation pr oblems for corp or ate

networks: insulating a network lo c ate d in the

depths of a private network fr om the Internet,

wasting Internet addr ess spac e b ehind a �rewal l,

and the lack of se curity in c ommunic ation b e-

twe en c orp or ations. This p ap er pr op oses a ver-

satile tunneling mo del c al le d \DDT" in or der to

give solutions for these c on�gur ation pr oblems.

This p ap er also gives solutions to other pr oblems

of tunneling, for example, explosion of p ackets,

ignoring QoS, and veiling of p ackets. We then

describ e the structure of our DDT implementa-

tion on BSD. Final ly, we discuss r outing and a

layering mo del for tunneling.

I. Intro duction

In recent years, the tunneling technique has

become p opular in some internet proto col tech-

nologies in order to make v arious routing prob-

lems simple.

One of the reasons why we use tunneling is to

pro vide a virtual link in order to carry minor pro-

tocols such as exp erimental proto cols, new or his-

torical proto cols, and proto cols of di�erent fam-

ilies. F or example, the current multicast routing

mec hanism uses tunneling to skip routers which

can’t handle multicast datagrams

3

. This tunnel-

ing proto col is \IP in IP". As another example,

tunneling will b e used in the transition from the

curren t IP to the next generation of IP[1][2]. The

other example is to carry di�erent proto col fam-

ilies such as \OSI CLNP ov er IP"[3][4], \AX.25

o ver IP"[5], \IPX over IP"[6] and \SNA/IP"[7].

The Generic Routing Encapsulation (GRE)[8][9]

w as designed for this purp ose.

Another use of tunneling is to supp ort mobile

hosts in the Internet. The Columbia metho d[10]

uses tunneling to pass datagrams b etw een Mo-

bile Supp ort Routers (MSR). MSRs construct a

1

nori-d@is.aist-nara.ac.jp. He also works for

OMRON Corp oration and can b e reached at

demizu@n�.ncl.omron.co.jp.

2

suguru@is.aist-nara.ac.jp.

3

\Datagram" is a term for a pack et or a Proto col

Data Unit (PDU) in the internet proto col suite.

virtual netw ork to which all the Mobile Hosts

(MH) are connected. The Columbia metho d de-

�nes its own tunneling proto col called \IP within

IP", and the tunneling provides the netw ork with

additional functions.

The other use for tunneling is to add auxiliary

paths in a routing top ology in order to simplify

routing problems based on the netw ork top ology .

The auxiliary paths can b e considered as a kind

of source routing

4

, or a virtual link. F or exam-

ple, IDRP considers tunneling in order to carry

transit datagrams b etw een b order gatewa ys[11].

This metho d will make routing control simple

by separating inter-domain routing control from

intra-domain routing control. As another exam-

ple, tunneling can b e used to av oid limitations

of packet forwarding technology[12] and routing

proto col[13]. In yet another example, tunneling

creates a priv ate link b etw een the same enter-

prise across an external service provider[14]. In-

ternet Encapsulation Proto col[15] was designed

to provide this kind of virtual netw ork. \PPP

ov er TCP" can also b e used for this purp ose[16].

Howev er, tunneling has problems such as ex-

plosion of pack ets[17], ignoring Quality of Service

(QoS), and veiling of packets. Many internet re-

searchers consider tunneling dangerous and that

it should b e dealt with carefully

. In addition to

those problems, there do esn’t exist a conv entional

mo del to deal with tunneling. Those who wan t

to use tunneling should design tunneling imple-

mentations for each case.

In this pap er, we prop ose a versatile tunnel-

ing mo del and give solutions to the problems de-

scrib ed ab ove.

This pap er is organized as follows: Sec-

tion I I prop oses our tunneling mo del which is

called \DDT". Section I I I shows applications

with DDT. Section IV identi�es the problems of

tunneling, and sections V and VI prop ose so-

lutions. Section VI I describ es the structure of

our implementation of DDT on BSD Unix Sys-

tem. Section VI I I discusses routing and a lay er-

ing mo del for tunneling, and prop oses topics for

a future study .

4

Or it could b e called \gateway routing" b ecause

the demand comes from intermediate gateways.

661-1

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

I I. T unneling Mo del \DDT"

T unneling is essentially a means to construct a

virtual network. Since ordinary networks are pro-

vided through netw ork interfaces, we b elieve that

the virtual networks should b e provided through

virtual network interfaces. Consequently

, vir-

tual networks can b e treated the same as ordi-

nary networks, for example, in routing control.

F or these reasons, we prop ose a tunneling mo del

called DDT

5

.

T unneling servic es ar e pr ovide d as a

virtual network thr ough a virtual in-

terfac e.

In our DDT mo del, pairs or groups of DDT

virtual interfaces construct a virtual network. A

pac ket thrown into a DDT virtual interface by a

routing mo dule will b e encapsulated and sent to

the p eer of the DDT virtual interface. At the op-

posite gatewa y , the packet will then b e decapsu-

lated and come up to the routing mo dule through

the DDT virtual interface

Figure 1 shows an example of a DDT mo del

applied to \IP over IP" tunneling. In this �gure,

the host H

a and the host H

b hav e b oth virtual

and physical netw ork interfaces, and each of the

DDT virtual (physical) interfaces on H

a and H

b

ha ve an IP address V

a and V

b

(P

a and P

b

), re-

spectively

. The network N

v is a DDT virtual

point-to-point network, and has a network ad-

dress. Note that N

v can b e treated the same as

an ordinary network with these num b ering in the

curren t Internet architecture.

Now H

a selects the DDT virtual network N

v

as the appropriate netw ork to send an IP data-

gram to H

b according to its routing table. The

datagram sent to N

v has the source address V

a

and the destination address V

b

, and it contains a

TCP segment in its data part. In the real net-

w ork, the IP datagram is encapsulated by an-

other IP datagram and go es through a physical

net work. The encapsulated datagram has the

source address P

a and the destination address P

b

,

and its data part contains the datagram which

conceptually runs on N

v

.

In the rest of this section, we discuss each

of the DDT constituents: tunneling, virtual net-

w ork, and virtual interface.

I I.A. T unneling

Broadly sp eaking, tunneling is de�ned as fol-

lo ws: Proto col Data Units (PDUs) in the net-

w ork lay er proto col x are sent by the netw ork

5

DDT stands for \doki doki tunneling" in

Japanese, or \delightfully dangerous tunneling"

in English, for historical reasons.

Figure 1: DDT applied to IP over IP

lay er (or higher) proto col entity y instead of us-

ing a datalink lay er proto col. This con�guration

of tunneling is often referred to as \x over y ".

In the narrow de�nition, x and y b elong to the

same proto col suite. In this pap er, we fo cus on

tunneling in the narrow de�nition, particularly

tunneling of the Internet proto col suite such as

\IP ov er IP", which encapsulates an IP datagram

in another IP datagram, and \IP over TCP/IP",

which serializes IP datagrams in a TCP stream.

I I.B. Virtual netw ork

The virtual network can b e classi�ed into

tw o categories. The �rst category basically pro-

vides datalink functions like auxiliary paths in

the routing top ology . W e call this type of virtual

netw ork a pseudo network. In this category

, the

tunneling mechanism can add p owerful and use-

ful functions to the PDU delivery

, such as PDU

encryption and reliability control.

The second category provides Netw ork with

Additional F unctions (NAF) like supp orting mo-

bile hosts in the Internet. In this pap er, we fo cus

solely on the pseudo network.

I I.C. Virtual interface

The virtual interface resides b etw een the rout-

ing and the datalink mo dules. It exists as if it was

the same as other ordinary \physical" network in-

terfaces, such as an ethernet interface. As such

the virtual interface is required to hav e Maximum

T ransfer Unit (MTU).

When the virtual interface receives a pack et

from the routing mo dule, it encapsulates the

pack et and redirects it up to the routing mo dule

in order to send out the pack et to the physical

medium. Therefore, the DDT mo del violates the

regulations of current layering mo dels.

661-2

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

Figure 2: Isolated network

I I I. Application

In this section, we intro duce tunneling appli-

cations provided with DDT, in addition to the

applications describ ed in section I.

I I I.A. Connecting isolated netw orks

Corp orations often limit direct access b etween

en terprise networks and the Internet for security

reasons. It is often restricted to a small num-

ber of hosts near the �rewall

6

gatewa y , even if

the �rewall gateway has a pack et �ltering capa-

bilit y . It is di�cult for any department lo cated

far from the �rewall gatewa y to access the In-

ternet directly b ecause it requires all the inter-

mediate routers b etween such departments and

the �rewall gateway to hav e the Internet routing

information. DDT can help them by making a

virtual netw ork b etw een the department and the

�rew all gateway

. Note that DDT do esn’t require

in termediate routers to hav e the Internet routing

information.

This metho d can also b e applied to the case

that some of the subnets of a network are sepa-

rated by a network with di�erent network num-

bers.

I I I.B. Saving address space

Corp orations often require a big address space

ev en if only a few hosts are reachable from the In-

ternet. One of the reasons is that they wan t to

pro vide for the future when direct Internet ac-

cess will b e safely av ailable via some future tech-

nology

. So they allo cate Internet reachable ad-

dresses to all their subnets, b ecause they cannot

tell which subnets will need access to the Inter-

net. Even if they could tell exactly which hosts

need access to the Internet, they would hav e to

allocate Internet reachable addresses not only to

the subnets to which the hosts are connected, but

to all of the intermediate subnets as well.

In this case, it is p ossible to reduce the ad-

dress space by making a DDT virtual network

betw een the hosts and the �rewall gatewa y in

6

\�rewall" is a facility to protect an organization

network from intruders.

the same manner as describ ed in section I I I.A.

In this scheme, only the hosts and the �rewall

gatewa y require the Internet address, so that the

use of the Internet address space is very small.

It is easier to sav e address space with

DDT than with the Netw ork Address T ranslator

(NA T)[18]. NA

T resides in the �rewall router,

and it translates any network addresses on every

inbound datagrams from pseudo addresses to real

addresses, and it also translates any netw ork ad-

dresses on every outb ound datagrams from real

addresses to pseudo addresses. Therefore, NA T

provides an image of pseudo hosts with Internet

reachable addresses to the Internet. The address

translations have to b e p erformed on any proto-

col of any lay er carrying network address infor-

mation. Thus NA

T requires the �rewall gateway

to know the details of all of such proto cols and it

makes it di�cult to implement a complete NA T,

while DDT requires no such knowledge.

I I I.C. Secure virtual netw ork

As a countermeasure against eav esdropping,

encryption functions are going to b e embedded

into several layers such as the application layer.

DDT provides a metho d to build encryption sup-

p ort into a network layer by making a DDT vir-

tual netw ork with an encrypted tunneling proto-

col. Such a virtual netw ork can b e created dy-

namically b etw een any hosts supp orting DDT.

Application programs can designate the DDT se-

cure virtual netw orks by secure TOS[19].

This metho d can b e applied to communica-

tions b etw een tw o organizations across the Inter-

net. In this case, the DDT secure virtual net-

work should b e created b etween their resp ective

�rewall gatewa ys, and all tra�c b etween them

should b e routed via the DDT secure virtual net-

work. Note that this metho d do esn’t require the

communicating hosts to hav e an Internet reach-

able address, if there are no con icts.

I I I.D. Exp erimental netw ork

Researchers can use DDT to build their ex-

p erimental network, b ecause any top ology can b e

easily emulated with a DDT virtual netw ork.

IV. Problems

In this section, we address the Problems of

T unneling (PoT) within our DDT mo del. They

are referred to as PoT-num in this pap er.

1. Pac ket explosion, or the big b ang

In the case that an encapsulated pack et is

encapsulated again to enter a tunnel where

the pack et has b een encapsulated b efore,

the pack et will b ecome larger and larger

661-3

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

with encapsulation headers in�nitely[17].

W e call it the big b ang.

2. Poor control of QoS

Users can attach Quality of Service (QoS)

requests to each PDU. Since tunneling of-

ten hides part or all of the QoS informa-

tion, encapsulated PDUs may b e improp-

erly routed.

3. Unidenti�ed pack et

Encapsulation veils the real information,

such as source and destination, of the en-

capsulated pack ets. Therefore, the packet

�lter cannot handle them correctly and it

causes serious security problems. It is also

hard to know current netw ork usage to

ev aluate netw ork con�guration and p erfor-

mance.

4. Error rep orting

If a pack et meets trouble in a tunnel, the

error will b e rep orted to the encapsulator.

There needs to b e a criterion for the encap-

sulator to decide whether the rep ort should

b e ignored or forwarded to the actual source

host. There also needs to b e a metho d to

forward the rep ort to the actual source host

correctly[15].

5. Encapsulation overhead

Compared to ordinary packet delivery ,

tunneling requires additional CPU p ower

for encapsulation/decapsulation, and addi-

tional bandwidth for encapsulation head-

ers.

6. Pac ket redirection lo op

Pac kets sent to a DDT virtual interface are

redirected up to the routing mo dule to b e

sent out to a physical medium. It is p ossible

that such packets are sent to the virtual

interfaces again and again, and never reach

the physical interface.

7. Optimum MTU of the virtual interface

Although a DDT virtual interface is not

based on a physical medium, it is required

to hav e a prop er Maximum T ransfer Unit

(MTU).

8. Ine�cient routing, or the black hole

T unneling creates a conceptual network,

whose av ailabilit y relies on other networks.

How ever, there is no routing proto col to

handle a conceptual netw ork. In the worst

case, it is p ossible that there app ears to b e

an illegal gateway which announces routing

information without any guarantees. W e call it the black hole.

9. Routing lo op

Due to the di�culty of routing control, a

routing lo op can b e con�gured. In such a

case, there needs to b e a metho d to break

the routing lo op.

10. Proto col architecture mo del

DDT do esn’t �t the current proto col lay-

ering mo del b ecause it involv es lay er viola-

tions.

11. Uncontrollable top ology

DDT gives an ability to create priv ate links

freely among users which makes network

administration di�cult.

T o solve these problems, we partition DDT

into two classes; connectionless DDT and

connection-oriented DDT, whose resp ective solu-

tions are often di�erent. In the next two sections,

we discuss how to solve each of these problems.

V. Connectionless DDT

In this section, we discuss how the problems,

discussed in section IV, can b e solved for con-

nectionless DDT (CL-DDT), which encapsulates

datagrams one by one.

In this scheme, we b elieve that encapsula-

tion and decapsulation should b e considered as

a kind of transformation of a packet. Therefore

attributes of each datagram should b e inherited

b etween the datagrams of b efore the transforma-

tion and of afterwards. In the case of the Internet

proto col suite, the attributes include TTL, TOS

and IP security option

7

in the IP header[15].

The inheritance of TTL solves the pack et

explosion (PoT-1) and routing lo op (PoT-9)

through TTL expiration. If TTL is decremented

at each encapsulation, the redirection lo op (PoT-

6) can also b e diminished in �nite steps. The

inheritance of QoS keeps the routing appropri-

ate even in a tunnel (PoT-2). Because of the

inheritance of TTL, the pack et’s TTL is decre-

mented by the number of routes in the tunnel

even when the pack et just go es to the next hop

router through the tunnel. ICMP

8

will b e gen-

erated if TTL expires in the tunnel, so that CL-

DDT tunnels are transparent.

Although the inheritance of TTL can break

7

TTL stands for \Time T o Live" and TOS stands

for \Typ e of Service". Both TOS and IP security

option are kinds of QoS.

8

ICMP[20] stands for \Internet Control Message

Proto col" and is a proto col to rep ort errors and

other netw ork information.

661-4

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

opt len typ e proto

Source Address

Destination Address

First eight o ctets of data

part of IP option if p ossible

Figure 3: IPOPT TUNINFO

4 2 Dep HL Identi�er

DF,MF,and O�set IP opt if any

src/dst pairs if any

IP data without �rst eight o ctets

Figure 4: An example of IPPROTO DDT

routing lo ops, all the packets sent into lo ops will

circulate until the TTL has expired. Therefore

it is necessary to detect routing lo ops to blo ck

pac kets from entering into the lo ops at the CL-

DDT source gateway .

T o solve unidenti�ed packets (PoT-3), we pro-

pose a new IP option called IPOPT TUNINFO

de�ned as in Figure 3. Note that the �rst eight

octets of the data section often contain imp or-

tan t information such as p ort numbers. This IP

option makes it p ossible to tell real information,

suc h as an originator’s address and the destina-

tion p ort of an encapsulated datagram, so that

pac ket �ltering can b e p erformed.

W e also prop ose a new tunneling proto col

called IPPROTO DDT whose b ehavior is de�ned

in the �rst half of this section. It also plays an

important role to rep ort a prop er ICMP to the

actual source host. When a packet meets trou-

ble in a tunnel, an ICMP will b e sent to the CL-

DDT gateway

. Although the ICMP contains only

an encapsulation header and �rst eight o ctets of

Field F rom where

VERS IPPROTO DDT

HL IPPROTO DDT

TOS Encapsulation header

LEN Encapsulation header

ID IPPROTO DDT

OFFSET IPPROTO DDT

TTL Encapsulation header

PROTO IPOPT TUNINFO

Check sum Computable

SRC, DST IPOPT TUNINFO

IP options IPOPT TUNINFO if p ossible

�rst 64bits IPOPT TUNINFO

T able 1: How to generate a prop er ICMP an original datagram, the CL-DDT gatewa y has

to generate a prop er ICMP

, which includes the

copy of the IP header and the �rst eight o ctets

of data part of the original datagram, from the

received ICMP

. In such a case, the prop er ICMP

can b e generated from IPOPT TUNINFO and

IPPROTO DDT with the metho d shown in T a-

ble 1. Note that IPOPT TUNINFO is included

in the encapsulation header and the �rst eight

o ctets of IPPROTO DDT is exactly the data part

of encapsulated datagram. Figure 4 shows an ex-

ample of IPPROTO DDT. It is designed to hav e

the information necessary to generate an ICMP

in the �rst eight o ctets, and it throws awa y dupli-

cated and computable �elds to minimize encap-

sulation overhead (PoT-5).

There is another approach to generate prop er

ICMP: putting an index of the information stored

in the CL-DDT gatewa y in each encapsulated

pack et. W e didn’t take this approach b ecause

it do esn’t seem to b e able to deal with gigabit

tra�c.

VI. Connection Oriented DDT

In this section, we discuss how the problems,

discussed in section IV, can b e solved for the con-

nection oriented DDT (CO-DDT), which serial-

izes datagrams into a stream typ e tunnel.

In this scheme, the attributes of each data-

gram are ignored in a tunnel, so that all the data-

grams in a tunnel are handled equally

. There-

fore it is imp ortant to select tunnels for each

datagram prop erly

, and many sorts of tunnels

should b e prepared to satisfy the p olicy of tun-

nel selection (PoT-2). The routers b etw een CO-

DDT gatewa ys will not generate an ICMP for

each datagram. Therefore CO-DDT tunnels are

opaque. And it is di�cult to identify each data-

gram in a CO-DDT tunnel (PoT-3).

T o avoid routing lo ops (PoT-9) and redirec-

tion lo ops (PoT-6), the ow control plays an im-

p ortant role. If a ow is established and data ran

in it, there should b e no trouble b etw een the CO-

DDT gateways. Otherwise, the CO-DDT gate-

wa y should rep ort an error such as \netw ork un-

reachable" to the actual source host (PoT-4). Al-

though there is a p ossibility that a control pack et

of a ow meets a black hole or a big bang, the

pack et will diminish in �nite steps as describ ed

in section V. It is easier to reduce meaningless

big bangs with CO-DDT than with CL-DDT, b e-

cause the o ccurrence of control pack ets is much

fewer than that of data packets.

The CO-DDT stream can b e compressed

(PoT-5) or encrypted, so that secure virtual net-

works can b e con�gured. In the internet proto col

661-5

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

Figure 5: DDT implementation on BSD

suite, \PPP over TCP" or \SLIP ov er TCP" can

be used for this purp ose.

VI I. Implementation on BSD

W e implemented CL-DDT on several op er-

ating systems whose netw ork co de is based on

BSD taho e or BSD Netw orking Softw are Release

2 (NET2). Our implementation goals are: (1)

to run CL-DDT on b oth BSD taho e and NET2

with the same source co de, (2) not to mo dify the

v endor provided ob ject �les, and (3) not to de-

pend on any particular proto col suite. Figure 5

sho ws the structure of our CL-DDT implemen-

tation on BSD. It consists of tw o parts; one is a

virtual interface mo dule (ddt input/ddt output,

484 lines) which provides network interface func-

tions to the routing mo dule, and the other is

a pump up module (in ddt input/in ddt output,

471 lines) which p erforms encapsulation and de-

capsulation of datagrams and brings ab out lay er

violation.

T o avoid redirection lo ops (PoT-6) b etw een

virtual interfaces, the MTU of a virtual interface

is set to the MTU of the next hop interface mi-

n us the size of the encapsulation header. When a

redirection lo op is formed, the MTUs a�ect each

other and converge to 0. The Path MTU dis-

co very algorithm[21][22][23] can b e used to �nd

the optimum MTU if the next hop is through the

ph ysical interface. This metho d can also b e ap-

plied to the virtual interface of CO-DDT (PoT-

7).

Supp ose a DDT virtual netw ork connects two

separated netw orks N

a and N

b

. If a subnet num-

ber of the DDT virtual netw ork b elonged to N

a

,

the DDT gateway at N

b should hav e routing in-

formation of all the subnets b elonging to N

a after

the DDT gatewa y at N

b has made a direct con-

nection to N

a

. T o av oid this, a subnet default

route, a CIDR, or an unnum b ered link is desired.

The key issue to implement an unnum b ered

link is whether route information of the DDT vir-

tual link in a routing table can b e easily marked

Problems CL-DDT CO-DDT

1.Big bang TTL Flow

2.QoS Copied V ariation

3.Identifying IP option (Imp ossible)

4.Rep ort IP option and Encapsulator

New proto col rep orts

5.Overhead Reducible by Reducible by

new proto col compression

6.Redirection TTL Flow

or MTU or MTU

7.MTU Next hop or path MTU

8.Black hole (not yet) (not yet)

9.Lo op TTL Flow

10.Mo del (not yet) (not yet)

11.T opology (not yet) (not yet)

(Others) T ransparen t Opaque

Pro cessable

T able 2: Problems and their solutions

\unav ailable" while lo oking up the real route

in the routing table. It is easy to implement

this function on BSD taho e just by toggling the

IFF UP ags of the DDT interface. But it is hard

on NET2.

There is another wa y to implement DDT by

using the Pnet[24] approach. The adv antage of

the Pnet approach is that it is easy to add v ar-

ious functions into the tunneling proto col. The

disadv antage is that it is hard to implement un-

num b ered links.

VI I I. Discussion

T able 2 shows the summary of our approaches

to the problems discussed in section IV. There

still remain PoT-8, PoT-10 and PoT-11.

VI I I.A. Routing

PoT-8 is that routing control is di�cult with

a conceptual network and therefore DDT virtual

netw orks cannot yet b e announced by routing

proto cols. Currently

, DDT can b e used for end-

to-end communication b ecause there is no need

to announce a DDT virtual netw ork. DDT can

also b e used if a routing con�guration was made

statically with careful consideration. Our exp eri-

ments show that it is not di�cult to �nd out the

prop er routing con�guration if the top ology is not

to o complex, and that a source route capability

of the tunneling mechanism is helpful.

There are tw o key issues to solve the rout-

ing problem. The �rst issue is how to announce

dep endency information of a conceptual netw ork

in the routing proto col. In the case of BGP ,

our idea is to introduce a \DEPENDENCY"

661-6

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

path attribute which lists all of the dep ending

DDT gatewa ys. This metho d can b e applied for

other routing proto cols if it supp orts an extensi-

ble path/link attribute.

The second issue is how to compute a prop er

routing table when the dep endency information

exists. Our idea is as follows: �rst of all, make

a direct graph of the route dep endency

. Then,

�nd out all of the dep endency lo ops in the graph

and mark all of the paths/links in the lo ops \un-

a v ailable". Then, mark all of the paths/links de-

pending on the unav ailable routes \unav ailable".

F ollowing that, add the route information for

the hosts in the dep endency lists of the av ail-

able routes. Finally

, apply normal route com-

putation. The ev aluation of cost/metric of DDT

virtual netw orks should b e done carefully . V eri�-

cation of these metho ds is left for a future study .

VI I I.B. Lay ering Mo del

PoT-10 is that DDT do esn’t match a current

protocol lay ering mo del, so that a new lay ering

model is required to accommo date the DDT. The

reason why DDT inv olves lay er violation is not

that layering exists, but that a strict ordering

of lay ers exists. Current lay ering mo dels force

their own order and role of layers, while tunnel-

ing do esn’t observe such regulations. Such kind

of regulations should b e deleted from our new

la yering mo del.

In our lay ering mo del, all the Service Access

P oints (SAP), the interface to its upp er layer,

should b e plug compatible. Each layer entit y re-

quires the next low er lay er to provide preferred

features. F or example, SMTP requires the next

lo wer layer to provide a byte stream. As long

as all such requirements are satis�ed, users can

pile up lay ers in their preferred order. There’s

no need to ob ey the order of ordinary lay ering

model.

Imagine a graph whose horizontal axis is a

route in a network, and whose vertical axis is a

stac k of layers. The top of the lay ers is infor-

mation or data, and the b ottom of the lay ers is

the physical media. There can b e any number

of lay ers with netw ork functions and/or trans-

port functions b etw een the top and the b ottom.

The depth of the stack will b e v aried along the

route. Because the horizontal axis is actually a

t wo dimensional network, the whole of the mo del

is three dimensional. An ordinary layering mo del

can b e considered as one of the view p oints to un-

derstand lay ering structure in our layering mo del.

W e again de�ne tunneling but within this

model. By a broad de�nition, tunneling means

piling up multiple layers, which hav e routing

On a route:

Reach or die PoT-1, PoT-6, PoT-9

QoS PoT-2

Identity PoT-3, PoT-4

Routing PoT-8

MTU PoT-6, PoT-7

Overhead PoT-5

Layering Mo del PoT-10

Uncontrollable PoT-11

T able 3: Classi�cation of PoT again

functions, onto the stack. By a narrower de�-

nition, some of the layers in the stack share the

same address space. DDT can b e normally de-

scrib ed by this mo del. T unneling is a wa y to use

another netw ork as a low er lay er, and the net-

work should b e accessed through an interface to

the lower layer.

Ordinary \network lay er" technologies are in-

tended for two dimensional networks, but tun-

neling is a phenomenon in three dimensional net-

works. W e b elieve the reason why tunneling is

risky is that we don’t yet hav e the necessary tech-

nology for three dimensional networks. Therefore

we need to extend the current netw ork technolo-

gies to three dimensional networks. In order to

make it clear what we should consider, we reclas-

sify the problems of tunneling discussed in section

IV into T able 3.

First of all, we discuss the issues on a route. In

CL-DDT, a pack et go es around in three dimen-

sional netw ork space. When it go es down or up to

the next lay er, it will b e encapsulated or decap-

sulated. Even in that case, we b elieve the packet

should b e considered identical, and TTL, QoS

and Identit y information should b e passed along.

In CO-DDT, the ow can b e made only b etw een

the same lay er, and conten ts of each ow is con-

sidered homogeneous. So CO-DDT gatewa y can

leav e \reach or die" issues to ow control, but

should select a prop er tunnel for each pack et.

Second, we discuss the routing issue. In a

three dimensional network, dep endency relation-

ship cov ers multiple lay ers. The solutions can

b e classi�ed by the prop erty of a direct graph of

lay er dep endency . T o make this graph, a layer

which has a route dep ending on another layer’s

route should b e considered to b e dep endent on

the another layer, and layers with the same ad-

dress space should b e considered to b e dep endent

on each other. In the case that there is no de-

p endency lo op in the graph, all the routes of the

low er lay ers can b e mapp ed to the upp er lay ers,

and the technology for a tw o dimensional net-

work can b e applied to each layer. In the case

661-7

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

that all the lo ops in the graph are of the neigh-

boring lay ers with the same address space, the

method discussed in section VI I I.A can b e ap-

plied to the neighb oring lay ers, and technology

for a tw o dimensional network can b e applied

to the other layers. Otherwise, routing proto col

should include the dep endency information such

as the proto col, the address space and the address

information of each conceptual netw ork. Or the

exc hange of routing information should b e split

so as not to form a dep endency lo op. V eri�cation

of these metho ds is left for a future study .

W e b elieve our layering mo del is p owerful

enough to describ e tunneling, and the technol-

ogy for a three dimensional netw ork is essentially

the same as the technology for a tw o dimensional

net work.

IX. Conclusion

W e hav e prop osed a versatile tunneling mo del

called DDT. It brings new tunneling applications

suc h as connecting an isolated network, lo cated

in the depths of a priv ate netw ork, to the In-

ternet, saving Internet address space b ehind a

�rew all gatewa y , and providing network level se-

curit y b etw een organizations. DDT has worked

in some corp orations to use these applications in

their enterprise netw ork.

Then, we hav e shown how problems of tunnel-

ing can b e solved within our DDT mo del. It is

useful to classify DDT into connectionless DDT

(CL-DDT) and connection-oriented DDT (CO-

DDT) to solve certain problems. with CO-DDT,

it is easier to control risks than with CL-DDT,

but pack ets can b e identi�ed only with CL-DDT.

Finally

, we have discussed how to control the

routing information of DDT virtual networks.

W e hav e also discussed a layering mo del which is

required to accommo date the DDT, and shown

ho w the problems of DDT can b e expressed in

that mo del. V eri�cation of routing control meth-

ods is left for a future study .

Ackno wledgmen t

Authors would like to thank Atsushi

Onoe (SONY), T ak ahiro Kikuchi(ASTEM), Sei

Kigoshi(F oretune), Jun Murai(Keio University)

and the members of the WIDE Pro ject for their

activ e discussion and v aluable suggestions. The

Authors also thank Y ouki Kadobayashi(Osak a

Univ ersity), Nobuhiko T ada(Matsushita), Andy

Kran tz and Je�rey F riedl (OMRON) for their

great co op eration as pro ofreaders.

References

[1] R. E. Gilligan, E. Nordmark, and B. Hin-

den, \Internet Draft | IP

AE: The SIPP In-

terop erability and T ransition Mechanism,"

Novem b er 1993.

[2] D. M. Piscitello, \Internet Draft | T ransi-

tion Plan for TUBA/CLNP," March 1994.

[3] R. Hagens, N. Hall, and M. Rose, \Use of the

Internet as a subnetw ork for exp erimenta-

tion with the OSI netw ork layer, RFC1070,"

F ebruary 1989.

[4] D. Katz, \Internet Draft | T unneling the

OSI Netw ork Lay er over IP (EON)," March

1994.

[5] B. Kantor, \Internet proto col encapsulation

of AX 25 frames, RFC1226," May 1991.

[6] D. Prov an, \T unneling IPX tra�c through

IP netw orks, RFC1234," June 1991.

[7] W. Behl, B. Sterling, and W. T esk ey , \Ad-

v anced SNA/IP : A Simple SNA T ransport

Proto col, RFC1538," Octob er 1993.

[8] S. Hanks, T. Li, and P . T raina, \Inter-

net Draft | Generic Routing Encapsulation

(GRE)," September 1993.

[9] S. Hanks, T. Li, and P . T raina, \Inter-

net Draft | Generic Routing Encapsulation

over IPv4 networks," September 1993.

[10] J. Ioannidis, D. Duchamp, and G. Q. M.

Jr., \IP-based Proto cols for Mobile Inter-

networking," in Pr o c e e dings of ACM SIG-

COMM’91, pp. 235{245, September 1991.

[11] S. Hares and J. Scudder, \Internet Draft |

IDRP for IP," September 1993.

[12] K. Y. et al., \Autonomous System Partition-

ing and Policy Routing in the Japanese In-

ternet," in Pro c e e dings of INET’93, August

1993.

[13] Y. Rekhter, \Internet Draft | Selecting an

Indirect Provider," December 1993.

[14] Y. Rekhter, B. Moskowitz, D. Karrenb erg,

and G. de Gro ot, \Address Allo cation for

Priv ate Internets, RFC1597," March 1994.

[15] W. W oo dburn and D. Mills, \A Scheme for

an Internet Encapsulation Proto col: V ersion

1, RFC 1241," July 1991.

661-8

DDT | tunneling technology Pro c. INET ’94 / JENC5 N.Demizu

[16] M. S. T. Inc., Morning Star PPP User

Guide, April 1993.

[17] P

. Tsuchiy a, \Mutual Encapsulation Con-

sidered Dangerous, RFC1326," May 1992.

[18] K. B. Egev ang and P . F rancis, \Internet

Draft | The IP Network Address T ransla-

tor (NA

T)," May 1993.

[19] I. D. Eastlake, \Physical Link Security Typ e

of Service, RFC1455," May 1993.

[20] J. Postel, \Internet Control Message Proto-

col, RFC792," September 1981.

[21] J. Mogul and S. Deering, \Path MTU Dis-

covery

, RFC1191," Nov ember 1990.

[22] S. Knowles, \IESG Advice from Exp eri-

ence with Path MTU Discovery

, RFC1435,"

March 1993.

[23] C. Kent, K. McCloghrie, J. Mogul, and

C. Partridge, \IP MTU Discov ery options,

RFC1063," January 1988.

[24] S. M. Bellovin, \Pseudo-Network Drivers

and Virtual Netw orks," in Pr o c e e dings of

Winter USENIX Confer enc e, Washington

DC, pp. 229{244, 1990.

Author Information

Noritoshi Demizu has b een working for OM-

R ON Corp oration since 1988, where he has de-

v elop ed windowing softw are, maintained the net-

w ork environment, and researched the computer

net works. He has also b een a student of the

Graduate School of Information Science, Nara In-

stitute of Science and T ec hnology

, Japan since

1993. He received his B.S. from Kyoto Univer-

sit y in 1988. He has b een a memb er of the WIDE

Pro ject since 1991.

Suguru Y amaguc hi received the M.E. and

D.E. degrees in computer science from Osak a

Univ ersity

, Osak a, Japan, in 1988 and 1991, re-

spectively . F rom 1990 to 1992 he was an As-

sistan t Professor in Education Center for Infor-

mation Pro cessing, Osak a University . F rom 1992

to 1993, he was with the Information T echnol-

ogy Center, Nara Institute of Science and T ech-

nology

, Nara, Japan, as an Asso ciate Professor.

Curren tly , he is an Asso ciate Professor with the

Graduate School of Information Science, Nara In-

stitute of Science and T ec hnology

, Nara, Japan.

He has b een also a member of WIDE Pro ject,

since its creation in 1987, where he has b een con-

ducting research on netw ork security system for wide area distributed computing environmen t.

His research interests include technologies for in-

formation sharing, multimedia communication,

netw ork security and network management for

the Internet.

661-9